DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS

WASHINGTON, DC 20350-2000
IN REPLY REFER TO

OPNAVINST 5513.8C
NOSN2

JUL 21 2008

OPNAV INSTRUCTION 5513.8C

From: Chief of Naval Operations

Subj: DEPARTMENT OF THE NAVY LIST OF SECURITY CLASSIFICATION
GUIDES FOR ELECTRONIC WARFARE PROGRAM

Ref: (a) OPNAVINST 5513.1F
(b) SECNAV M-5510.36
(c) CNO 1ltr 5510 Ser NO9N2/8U223000 of 7 Jan 08 (NOTAL)
(d) SECNAV memo of 21 Jun 07 (NOTAL)

Encl: (1) List of Active Electronic Warfare Program Guides
(2) List of Cancelled Electronic Warfare Program Guides

1. Purpose

a. Provide an updated list of the active and cancelled
Electronic Warfare Program Security Classification Guides (SCGs),
inclusively listed in enclosures (1) and (2).

b. Advise that SCGs will no longer be included as separate
enclosures to the basic instruction. An active list of the SCGs
and separate lists, such as enclosure (2), will be included,
when applicable. This will permit Chief of Naval Operations
(Assistant for Information and Personnel Security) (CNO) (NOSN2))
to expeditiously issue updates to the basic instruction and put
forth the most current list of active SCGs, to better serve
derivative classifiers.

¢. Advise of a change in the assignment of the
Identification (ID) number for each SCG. Specifically, the ID
number for each SCG will no longer include an alphabetic
designator that corresponds with the latest change to the Office
of the Chief of Naval Operations Instruction (OPNAVINST) 5513.8
series (i.e., ID number 08B-02 will now be 08-02). Revigions to
the SCG will still be inclusive with the ID number (i.e., 08-
02.2, with .2 representing the second revision to that specific
SCG). The revision number is assigned by the Original
Classification Authority (OCA) and will not start over when an
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update to the OPNAVINST 5513.8 series is issued, as in the past.
ID numbers will continue to be assigned through CNO(NO9N2), per

reference (a). Reference (a) will be updated to reflect the new
process for recording the ID number.

2. Cancellation. OPNAVINST S5513.8B.

3. Action

a. OCAs shall remove the alphabetic designator as part of
the ID number for each of their respective SCGs. This should
eliminate confusion when the instruction is updated and further
aid in expediting notification of updates to the list of SCGs in
the OPNAVINST 5513.8 series.

b. S8CGs listed in enclosure (1) shall be disseminated by
the OCA, per reference (b); however, copies may also be obtained
from CNO(NO9N2) at (202) 433-8847, DSN 288-8847, or (202) 433-
8862, DSN 288-8862.

c¢. The SCGs listed in enclosure (2) have been cancelled or
incorporated in other classification guides and should be
destroyed.

d. Derivative classifiers shall ensure the SCGs listed in
enclosure (1) serve as the basis for the security classification
of those programs affected.

e. Derivative classifiers shall adhere to the guidance in
reference (c) for converting the duration of classification when
an active SCG prescribes “Originating Agency’s Determination
Required” or exemption categories X1 through X8.

f. OCAs shall review their respective SCGs to comply with
the duration of classification requirements of Executive Order
12958, as amended, and as directed by references (b) and (d).

In addition, OCAs shall consider classification by compilation
when updating SCGs due to the large volume of data transmitted
and stored on unclassified and classgsified Department of the Navy
(DON) networks and web sites.
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All records created by this instruction,
shall be managed in accordance with SECNAV

sl

THOMAS A. BETRO
Special Assistant for Naval
Investigative Matters and Security

4. Records Management.
regardless of media,
Manual 5210.1.

Distribution:

Electronic only, via Department of the Navy Issuances Web site
http://doni.daps.dla.mil
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LIST OF ACTIVE ELECTRONIC WARFARE PROGRAM &&HD

CLASS ID SUBJECT
U 08-02 Countermeasures Receiving Set, AN/WLR-6 (V)
U 08-03 ECM/ECCM, General
U 08-04 Electro-Optics Sensor
U 08-05 ELINT, General
U 08-06 Electromagnetic Environmental Synthesizer
(ENSYN)
U 08-07 High Energy Lasers (HEL)
C 08-09 Hull-to-Emitter Correlation (HULTEC)
S 08-10 Countermeasures Assessment Simulator

(formerly Counter-Surveillance Assessment)

U 08-13 Miniature Expendable Jammers

U 08-14 Operational Electronic Warfare and Fleet
Electronic Warfare Support Group (FEWSG)
Operations

S 08-15 Optical Augmentation

C 08-16 Outboard/Outboard II

U 08-17 Over-the-Horizon Targeting (Formerly Outlaw
Shark)

U 08-18 Radar, General

U 08-19 Radar Peculiar to USMC Aviation

U 08-20 Receiver System, AN/WLR-8 (V)

U 08-21 AN/WLQ-4 (V) , Sea Nymph

Enclosure (1)




CLASS

FOUO

ID

08-24

08-26

08-28

08-29

08-30

08-31

08-32

08-33

08-34

08-35

08-36

08-37

08-38

08-40

08-41

08-42

08-43
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SUBJECT
High Energy Laser Systems (HELS)
Seafire
Submarine Advance Training System (SASITS)
Acoustic-Optic (A-O) Technology in ESM

AN/SLQ-34 Electronic Countermeasures Set;
AN/SLR-22 Countermeasures Receiving Set

Countermeasures Set, AN/ALQ-165, Airborne
Self-Protection Jammer (ASPJ)

Have Name, Project

Signal Detection and Direction Finding SRS-1
(XN-1) System

SIGSEC (Signals Security) Surveillance and
Assessment Programs and Systems

Radar (SAR), Synthetic Aperture

ECCM Radio, AN/ARC-182(V) (formerly ECCM
Applique, AN/ARC-182(V))

Specific Emitter Identification (SEI)
AN/SLQ-32(V)1, (V)2, (V)3
OSIS Baseline Upgrade (OBU)

High Power Microwave (HPM) General
Applications

High Power Microwave (HPM) Generator
Research

Targeting Avionics Technology

2 Enclosure (1)
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ID

08-45

08-46

08-47

08-48

08-49

08-50

08-53

08-54

08-55

08-56

08-57

08-58

08-59

08-60

08-61

08-62

08-63

08-64
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SUBJECT
Relocatable Over-the-Horizon Radar (ROTH-R)

Mobile Electronic Warfare Support System
(MEWSS)

Marine Corps Electronic Warfare Simulator
Suite (MCEWSS)

Afloat Correlation System (ACS)

Advanced Marine Airborne Signals
Intelligence System (AMASS)

Integrated Signals Intelligence System (ISIS)
AN/WLR-1H

Electromagnetic Environmental Effects (E3)
Program

Electronic Intelligence Support System (ESS)
Wideband System (WBS) (AN/FSQ-/117A(V)
Counter-ARM Decoy (CAD)

NULKA

AN/WLQ-4(V)1l, Silent Knight

Wartime Reserve Modes (WARM)

AN/WSQ-5(V), Countermeasures Receiving Set
(Cluster Spectator)

High Power Microwave Technology and Related
Military Systems

AN/SLQ-49, Inflatable Decoy

AN/SLQ-39, Chaff Buoy

3 Enclosure (1)
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CLASS D SUBJECT
U 08-65 AN/SSQ-95, Active Electronic Buoy (AEB)
U 08-66 Combat Optical Countermeasure Systems (COCMS)
U 08-67 AN/TSW-90E (V) Tactical Electronic

Reconnaissance Processing and Evaluation
System (TERPES)

U 08-69 Advanced Submarine Tactical Electronic
Warfare Support Measures (ESM) Combat System
(ASTECS)

U 08-70 AN/BRQ-2 Classic Erne

9] 08-71 AN/WLR-18(V) Classic Salmon

U 08-72 AN/MLQ-36 Mobile Electronic Warfare Support
System (MEWSS) Product Improvement Program
(PIP)

U 08-73 Ships Signal Exploitation Equipment (SSEE)

U 08-74 Cryptologic Carry-on Program (CCOP)

U 08-75 AN/SLY-2 (V) Advanced Integrated Electronic

Warfare System (AIEWS)

U 08-77 Cluster SNOOP

U 08-78 CNO-ADF

U 08-79 AN/SPQ-9B Anti-Ship Missile Defense (ASMD)
Radar Set

U 08-80 Integrated Defensive Electronic

Countermeasures (IDECM) Radio Frequency
Countermeasures (RFCM) Subsystem

16) 08-81 Tactical Dissemination Module

S/F 08-82 Cobra Judy Replacement

4 Enclosure (1)
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08-83

08-85

08-86

08-87

08-88

08-89
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SUBJECT
Channel Hardware Systems

Communication Emitter Sensing and Attacking
System (CESAS)

Aircraft Infrared Measurements
Chameleon Counter Remote Controlled
Improvised Explosive Device (RCIED)

Electronic Warfare (CREW) System

Counter RCIED Electronic Warfare (CREW) -
Ground Systems

Digital Ground Base Threat Detection System
(DGTDS)

5 Enclosure (1)
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LIST OF CANCELLED ELECTRONIC WARFARE PROGRAM GUIDES

ID SUBJECT

08-08 Hitchhiker Program

08-11 Laser Guidance Systems

08-12 Pulsed Laser Interceptor program

08-22 Telemetry Systems

08-23 Project SEMI

08-25 Anti-Radiation Missile Countermeasures

08-27 Fiber Optic Sensor System (FOSS) Program

08-39 Integrated Tactical Surveillance System (ITSS)

08-44 Battle Group Passive Horizon Extension System
(BGPHES)

08-51 AN/SLQ-17A (V)2

08-52 AN/SKR-7, Telemetry Data System

08-68 LIMIT CENTURY

08-76 AN/SLQ-54XN1, AN/SLQ-32B(V) (APB Guide)

Enclosure (2)






